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What does MNCITLA do?

MNCITLA’s purpose is to support Minnesota county information technology 
leaders through collaborative communication between counties, state agencies, 
the legislature, and public sector organizations.

Our goals include providing education and advocacy that reinforce how 
foundational information technology is to every county function. As a 
membership, we believe that IT must be valued as an integral part of public 
service and governance, as opposed to merely technical support. 

In 2019, MNCITLA formally affiliated with the Association of Minnesota Counties 
(AMC) to establish an advocacy presence at the State Capitol and to collaborate 
more effectively across county professional associations. 



Cybersecurity – Current Environment

Over the past several years, we’ve have noted a shift from the tactics 
that dominated much of the past decade, to a more targeted approach.

We’ve seen the effects of this strategic transition for some time, as 
attackers have increasingly looked for targets that would cause the most 
disruption, that would have the most valuable information, and so on.

And accordingly, in 2021 cybercriminals focused a lot of their 
attention on local, state and federal governments.



Cybersecurity – Ransomware

In 2021, global ransomware volume skyrocketed, rising 105% year over 
year. But while “The Year of Ransomware” spared no country, region or 
industry, the stats were particularly grim for those in government. 

Ransomware attempts among government agencies rose a 
staggering 1,885% — more than double the increase seen in healthcare 
(+755%), education (152%) and retail (21%) combined.



Cybersecurity – Malware and 
the Internet of Thingss (IoT)

For 2020 to 2021, global malware — affecting all customers across all 
regions and industries — fell 4%. But among government agencies, 
malware actually increased (On average) 94%. 

Government devices were increasingly attacked last year, as well. In 
2021, *IoT malware increased 6% globally — but among government 
agencies, these attacks spiked 46%.

*The Internet of Things (IoT) describes the network of physical objects—“things”—that are embedded with sensors, 
software, and other technologies.  Think HVAC systems, web-based security systems, etc.



Cybersecurity – Physical Infrastructure

Since January 2020 there have been multiple incidents of damage to 
physical infrastructure causing cell phone users to be unable to call 9-1-
1.

- A fiber cut in St. Louis County caused an outage that impacted 
users in multiple northern counties for upwards of 8 hours.

- A card failure in Green Bay caused an outage for thousands of 
users in southern Minnesota including the Rochester area.

On December 4, 2022, over 45,000 customers in North Carolina were left 
without power because of deliberate physical attacks on substations.  
This is germane to our discussion today because every facet of our 
infrastructure is growing more interdependent every day.



Cybersecurity – What is happening 
at the Federal Level?

As cyberattacks on government continued to increase in 2022, efforts at the state, 
federal and local level increasingly turned to strengthening defenses . 

At least 45 U.S. states considered their own cybersecurity bills in 2021, up 18% 
from 2020. And many of their cybersecurity efforts were bolstered by the passage of a 
historic U.S. infrastructure bill in November 2021, which included $1 billion for 
state, local, tribal and territorial cybersecurity.

Subsequent advances were made at the federal level, as well. Last year, an executive 
order in May 2021 was executed in order to modernize the government’s response to 
cyberattacks, joining Japan, Australia, Germany and countless other countries in 
passing measures to improve national security.

https://www.ncsl.org/research/telecommunications-and-information-technology/cybersecurity-legislation-2021.aspx
https://thehill.com/policy/cybersecurity/580649-state-and-local-officials-celebrate-passage-of-infrastructure-bill-with
https://www.nisc.go.jp/eng/pdf/txt_next_CS_strategy_outline.pdf
https://www.lexology.com/library/detail.aspx?g=2a5fa668-91c3-4fb2-a592-aa425d70de2d
https://www.engage.hoganlovells.com/knowledgeservices/news/german-federal-cabinet-adopts-strategy-for-cybersecuritycybersecurity-2021


Cybersecurity – What is happening 
at the State Level?

On August 30, 2022, Governor Tim Walz signed Executive Order 22-20:
“Directing State Agencies to Implement Cybersecurity Measures to Protect             
Critical Infrastructure in Minnesota”

Staff at MN.IT and other technology-focused agencies continue to ensure    
Counties are included in security-focused initiatives

A strategic planning exercise/initiative between MN.IT and MNCITLA, 
conducted earlier this year, resulted in additional deliverables related to 
security, communications, and procurement opportunities.



Cybersecurity – So what can MY County do?

As a County, you have a representative at MN.IT and opportunities for support 
and services.  Whether your IT group is large, small, or outsourced, does your 
county have a relationship with MN.IT?

Consider the funding streams that are out there (both at the federal and state 
level)

Do you have Cyber insurance?  Do you understand its’ coverage?
NOTE: MCIT is expected to provide coverage in 2023



Cybersecurity – So what can MY County do?

Explore opportunities for end-user training and testing (email phishing) to better 
educate staff on their responsibilities when handling data / opening email and 
attachments.

Automated Security Awareness Program | KnowBe4

Understand that if you have Cyber insurance, you will likely need to add to your 
technology / security base to be able to continue to qualify for coverage by using 
or adding tools such as multi-factor authentication.

https://www.knowbe4.com/asap-bing?matchtype=e&network=o&device=c&adposition=&keyword=knowbe4&msclkid=40a6795ce0541cbcc9271a7f8045ed05&utm_source=bing&utm_medium=cpc&utm_campaign=Bing_Brand_Search&utm_term=knowbe4&utm_content=knowbe4


Cybersecurity – So what can MY County do?

Consider working with your IT staff / outsourced staff or a professional firm to 
conduct a “tabletop exercise”

This consists of a practice, real-word scenario in which technologists, elected officials, and 
other County leaders “test” there plans in the event of a cyber disaster

Find out what initial resources may be available to you through CISA 
(Cybersecurity and Infrastructure Security Agency):  ABOUT CISA | CISA

- Anoka County just completed a “free” and extensive (and invaluable) 
cyber audit with CISA / DHS

https://www.cisa.gov/about-cisa


Cybersecurity – So what can MY County do?

Consider joining MNCITLA!!



Cybersecurity – So what can MY County do?

Give yourself grace

Know it is going to happen

Have Policies in place

Empower your staff

IT / IS
Employees (issue reporting structure)

Have a proactive communications plan
Internal
External / public



Cybersecurity… It impacts us all!

Thank you for your participation!


